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1. Purpose and Overview 
The aim of this document is to outline the MyState Limited Group (‘MyState’) 
Fraud and Corruption Control Policy and Framework. 
 
The Fraud and Corruption Control Policy has been developed in accordance 
with the Australian Standard 8001-2008 Fraud and Corruption Control. 
 
This Policy is designed to create an environment that actively discourages 
fraudulent and corrupt behaviour and provides a practical guide to deal with 
such incidents should the behaviour occur. 
 
The Policy forms an essential part of Risk and Fraud management strategies 
by establishing a framework for the control of fraud and corruption throughout 
the Group. This includes setting MyState’s attitude towards fraud and 
corruption, specifying staff responsibilities and strategies for detecting, 
investigating, reporting and mitigating such activities. 
 
Fraud and corruption control is essential to maintain the integrity of the MyState 
Limited Group, provide an ethical workplace, good corporate governance and 
to preserve the resources and reputation. 
 
MyState does not tolerate fraudulent or corrupt activity of any kind, and 
employees are expected to perform their duties for, and on behalf of MyState 
legally, ethically and with integrity and professionalism. 

1.1 Definition of Fraud 
‘Australian Standard AS 8001-2008 defines fraud as: 
‘Dishonest activity causing actual or potential financial loss to any person 
or entity including theft of money or other property by employees or 
persons external to the entity and where deception is used at the time, 
immediately before or immediately following the activity. This also 
includes the deliberate falsification, concealment, destruction or use of 
falsified documentation used or intended for use for a non-business 
purpose or the improper use of information or position for financial 
benefit’. Examples include: 
 Dishonest activity causing loss to MyState; 
 The use of deception to dishonestly obtain or give an improper 

benefit at the cost of MyState; 
 Improper access to, use of, or disclosure of confidential or personal 

information; 
 The improper use of an employee’s position for benefit; 
 Dishonest activity causing loss to account holders associated with or 

connected to MyState; and 
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 Attempting any of the above or conspiring to commit any of the 
above. 

 
The theft of property belonging to MyState by employees, or by 
consultants, contractors, suppliers or others external to MyState is also 
considered fraud for the purpose of the Policy. 
 
From a company perspective, fraud can be divided into two categories, 
internal and external fraud: 
 
Internal Fraud  
Internal fraud occurs when a member of staff dishonestly makes false 
representation, wrongfully fails to disclose information, abuses a position 
of trust for personal gain or causes loss to others. 
 Benefits an individual employed by MyState or any Subsidiary (e.g. 

Director, Executive, Manager or staff); and 
 Benefits MyState or any Subsidiary (e.g. financial misstatement 

fraud or accounting fraud). 
 

External Fraud 
External fraud is the risk of unexpected financial, material or reputational 
loss as a result of the fraudulent action of persons outside MyState. 
 Benefits third parties (e.g. other ADI’s, stakeholders, customers, 

brokers, suppliers and organise crime groups); and  
 Benefits others engaged in the facilitation of financial crimes across 

all products and channels of financial services and providers. 

 

 

Misuse of MyState resources
(vehicles, computers, stationery)

Accounting fraud, asset 
misappropriation (theft), tender fraud

False medical certificates, 
inaccurate timesheets, false 

expenses, not entering utilised 
leave.

Sale or use of MyStates intellectual 
property

Fraud
Dishonest activity that causes 

actual or potential financial loss 
to any person or entity 
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1.2 Definition of corruption 
MyState has adopted the Australian Standard AS 8001-2008 
definition of corruption:  
‘Dishonest activity in which a Director, Executive, Manager, 
employee or contractor of an entity acts contrary to the interests of 
the entity and abuses his/her position of trust in order to achieve 
some personal gain or advantage from him or herself or for another 
person or entity.’ 
 
From a company perspective, corruption may involve, but is not 
limited to the following conduct: 
 Payment or receipt of secret commissions (bribes), which may 

be paid in money or in some other form of value to the 
received; 

 Release of confidential information for other than proper 
business purpose in exchange for some form of non-financial 
benefit or advantage occurring to an employee for releasing the 
information; 

 Serious conflict of interest involving a Director, Executive, or 
other employee acting in his or her own self-interest rather than 
the interests of the entity to which he or she is appointed (e.g. 
failing to declare to the Board an interest in a transaction 
MyState is about to enter into or excessive remuneration to 
Directors and Executives; and 

 Gifts or entertainment intended to achieve a specific or generic 
commercial outcome – an essential element in determining if 
conduct of this type is corrupt would be that it is in breach of 
MyStates cultural values, Code of Conduct or any other policy. 
 

 

2. Scope  
This Policy applies to MyState Limited Group Companies and Subsidiaries and 
covers all business conducted by the Group.   

Using position for personal 
benefit, gain or benefit for 

another
Accepting or paying bribes for 

particular actions

Serious conflict iof interest
Release of confiidential 

information other then for a 
proper business purpose

Corruption
Abuse of a position of trust, 

acts contrary to the best 
interest of MyState to gain 

an advantage for 
themselves or another
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This Policy is advised by Australian Standard 8001-2008 Fraud and Corruption 
Control and should be read in conjunction with associated documents that 
support MyStates Risk and Fraud management strategies.  

 
 Risk Management Strategy and Framework;  
 Risk Appetite Statement; 
 Conflicts of Interest Management Standard; 
 Conduct Risk Framework; 
 Whistleblower Protection Policy and Procedure; and 
 Code of Conduct. 

3. Roles 
The Fraud Risk Business Unit, under the direction of the Chief Risk Officer, 
maintains the primary responsibility for fraud risk management and owns all 
fraud management related policy and procedure throughout the Group. 
 
Fraud Risk management within MyState forms part of the everyday decision 
making. As such, all employees must accept and be accountable for all fraud 
risk management activities relevant to their respective business units and role. 

 
MyStates overall approach to risk management is based on the ‘three lines of 
defence’ model which supports the relationship between individual business 
units, risk management and compliance functions, internal and external audit 
and the Board as stated in the Risk Management Strategy and Framework. 
This translates to the following roles and responsibilities in the Group. 

 
Board  
The Board oversee and monitor the Fraud and Corruption Control Framework 
and have the responsibility of adequately managing identified fraud and 
corruption risks within our desired risk appetite.  
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Employees 
All employees (including Directors, Executive and Managers) are responsible 
for: 
 Maintaining the highest standard of ethics in accordance with the Staff  

Code of Conduct and related policies and procedures; 
 Being vigilant in their work to prevent and detect fraud and corruption 

against MyState; 
 Reporting any suspected fraud or corruption of which they become aware 

or suspect on reasonable grounds; 
 Taking appropriate measures to protect employees who make reports in 

accordance with MyState’s Whistleblower Protection Policy from 
detrimental action;  

 Refraining from any activity that is, or could be perceived to be 
victimisation or harassment of a person they know or suspect to have 
made disclosure of reportable conduct; and  

 Protecting and maintaining the confidentiality of a person they know or 
suspect to have made a disclosure of reportable conduct.   

4. Review frequency 
MyState will review the Fraud and Corruption Control Policy every three years, 
however earlier reviews may be required in the event of change, to continues to 
maintain best practice standards in respect to fraud and corruption prevention 
and detection.  

5. Principles  
MyState recognises that a number of structural elements are required for the 
effective control of fraud and corruption and these elements are embedded 
within our various policies, procedures and practices. 
 
The framework MyState has adopted is built on the following three principles: 
1. Structural Elements; 
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8. Fraud and Corruption Prevention 
An effective approach to fraud and corruption prevention includes the 
establishment of an appropriate risk culture that promotes ethical behaviour 
across all levels of staff. To achieve this, MyState must create and maintain a 
strong and sustainable ethical culture that promotes expected behaviours, 
unacceptable conduct and consequences. 

 
MyState’s ethical culture must be supported and demonstrated by the Board, 
Executives and senior management, who must demonstrate they follow policies 
and procedures, and act as suitable role models for both employees and the 
organisations with whom we engage. 

 
 All employees including management, Members of the Board and others 

involved with MyState’s business operations, are required to confirm annually 
they have complied with MyState’s Staff Code of Conduct and related policies 
and procedures. 

8.1 Integrity elements for a sound ethical culture 
 Integrity framework; 
 Leading by example; 
 Senior management actively promoting such a culture; 
 Codes of behaviour; 
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 Allocation of responsibilities; 
 Communication; 
 Training; 
 Reinforcement (in performance management); 
 Benchmarking; and 
 Reporting of complaints. 

8.2 Senior management commitment  
Senior management must have a high level of commitment to controlling 
the risks of fraud and corruption both against MyState and by MyState. 

 
A high level of risk consciousness for the risks of fraud and corruption 
should be present across the senior management group and, if found to 
be absent, should be the subject of appropriate awareness training. The 
fraud awareness training can contribute to a strong risk management 
framework by setting out how to identify and correctly report fraud and 
corruption risk concerns.  
 
Senior management should have an understanding of the following fraud 
and corruption issues: 
 The incidence of fraud and corruption generally in Australia; 
 The types of fraud common within the industry sector in which 

MyState operates and losses typically associated with conduct of 
this type; 

 The robustness of MyState’s internal control environment in terms of 
MyState’s ability to prevent and detect the types of activity likely to 
occur; 

 A knowledge of the types of fraud and corruption that have been 
detected in MyState over the last five years and how those matters 
were dealt with in terms of disciplinary action and internal control 
enhancement; 

 MyState’s own prevention and control strategy; and 
 Knowledge of new technology tools for detecting and preventing 

such activity. 

8.3 Code of Conduct 
A sound ethical culture, which is sustainable, is an important strategy in 
the management of fraud and risk. One of the key values of MyState is to 
act with integrity, which forms part of the MyState brand. 
High standards of ethical behaviour at MyState are supported by the 
MyState Staff Code of Conduct and supporting policies which outline the 
ethical principles and professional standards of conduct that employees 
are expected to adopt in performing their duties. 
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Disciplinary processes are applied to people who are found to have 
engaged in fraudulent or corrupt practices. In addition, actions for 
recovery of monies will be undertaken and criminal prosecution 
recommended where appropriate. 

8.4 Fraud Risk Assessment 
 

 
 

 
  
  
   
  
   
  
  

  
 

 
 

 
 

  
 

 
 

  
 
  

   
   
 

8.5 Internal Controls 
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8.6 Communication and awareness  
Adequate awareness requires the Board, senior management and all staff 
to be conscious of the risk of fraud and corruption and be accountable for 
reporting fraud or corruption occurrences.  
Fraud Risk will facilitate fraud awareness training in conjunction with the 
Culture and Capability team, to develop a general awareness for staff 
member on fraud and corruption, covering the importance of detection 
and prevention and how he or she should react if this type of activity is 
suspected or detected.  

 
There should be regular communications to staff providing a clear 
definition of the types of behaviour that constitute fraud or corruption, the 
detection measures that are in place and what they can do to combat 
fraud or corruption.  
 
All employees will receive training in the Staff Code of Conduct and other 
elements of the integrity framework at induction and throughout their 
period of employment. 
 
Updates and changes to fraud and corruption related policies, procedures, 
the Staff Code of Conduct and other ethical statements should be 
effectively communicated to all employees by their managers with the 
assistance of the appropriate specialist areas. 

8.7 Employment screening 
 
 

 
 

 
 

 
 

 
 

 
 

 





MyState Limited                                        Fraud & Corruption Control Policy and Framework 
 

 Approved: 18/11/2020  P a g e  | 18 
 

9. Fraud and Corruption Detection 
 

 
 

 
 

   
 

 
 

 
 
 

 
 

 
 

 
 

  
  
   
   
  

  
  

 
 
 

 

 

9.1 Internal Audit Strategy  
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Internal audit activity is planned and conducted in accordance with fraud 
 

 
 

 
 

  
 

 
 

 
   

 
 

  
 

 
  

 
 

  
  

   
 

9.2 External auditors role 

 
 

 
 

 

9.3 Mechanisms for reporting suspected fraud  
Adequate means for reporting suspicious or known illegal or unethical 
conduct must be available to all staff. 

 
It is important that all instances of fraud or corruption detected within, 
against or by MyState are reported to senior management. 
 
In order to capture all reports of suspected fraud or corruption, MyState 
encourages staff to report their suspicions to either: 
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 The Whistleblower Protection Officer; 
 Their immediate Manager; and  
 If anonymity is required via MyState’s External Auditors. 

9.4 Whistleblower Protection Program 
MyState Board and employees who are aware of, or suspect that an act of 
fraud or corruption against MyState has been committed or is about to be 
committed are obligated to report the act. They can report the incident 
directly to the Chief Risk Officer, Fraud Risk or any other Senior Manager. 
They can also refer to the Whistleblower Protection Policy and 
Whistleblower Protection Procedure for reporting procedures in place 
under that mechanism, designed to protect the Whistleblower. 

 
MyState’s Whistleblower Protection Policy sets out the organisations 
approach to the protection of Whistleblower and is based on the 
Australian Standard AS 8004-2003 Whistleblowers Protection Programs 
for Entities. 

 
Managers must make all staff aware of the existence of this policy and 
actively promote MyState’s commitment to its content. 

10. Fraud Response 
 

All allegations or suspicions of internal or external fraud or corruption must be 
referred to the Chief Risk Officer immediately or reported via the Whistleblower 
Protection Policy.  

10.1 Investigation of detected or suspected incidents 
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10.2 Conducting the investigation 
 
 

 
 

.  

10.3 Collecting and reviewing evidence 
 

 
 

 

11. Fraud and Corruption Reporting 
MyState will report all instances of fraud or corruption both internally and 
externally using the processes detailed below: 

11.1  Internal reporting and escalation 
 Fraud Risk will maintain an incident register;  
 The Chief Risk Officer will report any recent fraud or corruption 

events to the Executive Management Team;  
 The Senior Manager Fraud Risk will provide an annual Fraud Report 

to the Group Audit Committee detailing industry information and 
specific MyState information relating to fraud or corruption; and  

 The Managing Director will report events to the Board. 

11.2  Disciplinary procedures 
 

 
 

 
 

 
 

11.3 Criminal matters 
On reaching a finding that there is evidence of fraud or corruption in 
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11.4  Civil proceedings to recover the proceeds of fraud  
 

 
 

 
 

 
 

12. Impact of Fraud  
Generally the financial services sector is significantly more prone to fraudulent 
activity than most other industries. It should be noted that reputation and image 
is by far the biggest issue for organisations affected by fraud. 
 
Other impacts include:  
 Financial loss; 
 Lost time to rectify problem; 
 Diversion of management resources; 
 Cost of external resources; 
 Negative impact of morale; 
 Loss of valuable employees; and  
 Loss of management confidence. 

 
 
 

. 

12.1 Internal review post event 
In each instance where fraud or corruption is detected, MyState will 
reassess the adequacy of the internal controls, particularly those directly 
impacting on the event and potentially allowing it to occur, and consider 
whether improvements are required. 

12.2 Insurance 
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13. Related regulation 
 APRA – provides guidelines for fraud risk management including planning 

and resourcing, fraud prevention, fraud detection, fraud response, 
monitoring and review. 

 AUSTRAC - Australia's financial intelligence agency with regulatory 
responsibility for anti-money laundering and counter-terrorism financing.  
 

  






